
On the Security of Carrier Phase-based Ranging
Hildur Olafsdottir, Aanjhan Ranganathan, Srdjan Capkun



On the Security of Carrier Phase-based RangingAanjhan Ranganathan

Importance of Secure Proximity Verification

2



On the Security of Carrier Phase-based RangingAanjhan Ranganathan

Importance of Secure Proximity Verification

2



On the Security of Carrier Phase-based RangingAanjhan Ranganathan

Importance of Secure Proximity Verification

2



On the Security of Carrier Phase-based RangingAanjhan Ranganathan

Importance of Secure Proximity Verification

2



On the Security of Carrier Phase-based RangingAanjhan Ranganathan

Importance of Secure Proximity Verification

2

Distance is determined using a variety of methods 
(e.g., based on received signal strength, time of flight etc.) 



Physical-layer Techniques for Secure Proximity Verification & Localization

Estimating Distance
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d

Received Signal Strength (RSS)

ttof tp

d = c * (ttof - tp) / 2 

Time of Flight (ToF)
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No knowledge of the data exchanged is required! 
Independent of cryptographic primitives
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• Cost optimised solution for proximity-based applications 

• Low-hardware complexity, low-power consumption, high precision 

• Compliant with prominent standards such as WiFi, ZigBee 

• Localization schemes* leveraging signal phase information are 
increasingly becoming popular 
‣ 802.11, NB-IoT, LoRa, 5G networks 

* Vasisht, Deepak, Swarun Kumar, and Dina Katabi. "Decimeter-Level Localization with a Single WiFi Access Point." NSDI 2016.
* Xiong, J., Sundaresan, K., Jamieson, K. “Tonetrack: Leveraging frequency-agile radios for time-based indoor wireless localization.” MobiCom 2015.
* Exel, R. “Carrier-based ranging in ieee 802.11 wireless local area networks.” IEEE Wireless Communications and Networking Conference (WCNC) 2013.
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• Implications of distance modification attacks are significant  
‣ loss of property to even human life (e.g., IMD access control) 

• Security of multi-carrier phase ranging has not be analysed yet. 
‣ number of prior works on other prominent ranging systems*
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(b) Experimental Result

Fig. 3: (a) The verifier’s signal travels unaltered from the verifier to the prover.
Then the prover locks onto the incoming signal and transmits a signal with
the same phase back. The attacker intercepts the prover’s signal and delays
each frequency by the same amount. The verifier calculates an incorrect distance
measurement based on the attacker’s signal. (b) The verifier and prover are
located 30 m from each other and the frequency hop size is 2 MHz (roll over
happens at every 500 ns / 75 m). The figure shows the measured distance at
the verifier when an attacker uniformly delays all the frequencies by the same
amount.
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For example, if the frequency hop size is 2MHz (�f), the maximum distance
measurable without any ambiguity is 75 m after which the measured distance
rolls over to 0 m. Similarly for frequency hop sizes of 0.5, 1, 2, 4 MHz, the
maximum measurable distances are 300, 150, 75 and 37.5 m respectively, beyond
which there is a rollover.

In our phase-slope rollover attack, we demonstrate how an attacker can lever-
age the maximum measurable distance property of the phase ranging system in
order to execute the distance decreasing relay attack. The phase-slope rollover
attack is illustrated in Figure 3a. The attacker is assumed to be closer to the ver-
ifier than the prover. For illustrative simplicity, here we assume that the prover
is far away from the verifier or in other words, the verifier and the prover are not
in communication range. During a phase-slope rollover attack, the attacker sim-
ply relays (amplify and forward) the verifier’s interrogating signal to the prover.
The prover determines the phase of the interrogating signal and re-transmits
a response signal that is phase-locked with the verifier’s interrogating signal.
The attacker receives the prover’s response signal and forwards it to the verifier,
however with a time delay (�t). The attacker chooses the time delay such that
measured phase di↵erences �✓ between the carrier frequency signals reaches its
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In phase-based ranging, the distance between two de-

vices A and B is measured by estimating the phase
di↵erence between two continuous wave radio signals.
Specifically, the RF carriers and in general we deal in
the frequency domain as compared to the time domain
and the realm of pulse widths and rise times. The phase
of signal s, traveling between point A and point B, will
change as it travels along its path as is shown in Figure
1. If the maximum distance traveled by the signal is

less than
2 · f
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, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:

✓ = 4⇡ · d · f
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(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
✓ · c
4⇡ · f (2)

Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
calculate the distance between them.

However, the phase of the signal is cyclic and repeats

after a distance of
2 · f
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. Thus, a given phase does not

correspond to an unambiguous distance but will be:
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where n is an integer which reflect how many times the
signal cycled through a whole phase period. Thus only
distances below the phase roll-over can be unambigu-
ously measured.

2.2 Multicarrier Phase Ranging

Figure 2: Although the phase of signal s1 is the same
in location d1 and d2, the phase of signal s2 resolves the
ambiguity. By measuring the di↵erence in the phase of
both signals the verifier can estimate the distance.

Figure 3: The combined phase cycle of of signals s1
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di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:
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where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
✓ is between 0 and 2⇡, the distance measured in this
way will not be unambiguous, as is shown in Figure
3. The maximum unambiguously distance that can be
measured depends on the di↵erence between the two
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(b) Experimental Result

Fig. 3: (a) The verifier’s signal travels unaltered from the verifier to the prover.
Then the prover locks onto the incoming signal and transmits a signal with
the same phase back. The attacker intercepts the prover’s signal and delays
each frequency by the same amount. The verifier calculates an incorrect distance
measurement based on the attacker’s signal. (b) The verifier and prover are
located 30 m from each other and the frequency hop size is 2 MHz (roll over
happens at every 500 ns / 75 m). The figure shows the measured distance at
the verifier when an attacker uniformly delays all the frequencies by the same
amount.
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(b) Experimental Result

Fig. 3: (a) The verifier’s signal travels unaltered from the verifier to the prover.
Then the prover locks onto the incoming signal and transmits a signal with
the same phase back. The attacker intercepts the prover’s signal and delays
each frequency by the same amount. The verifier calculates an incorrect distance
measurement based on the attacker’s signal. (b) The verifier and prover are
located 30 m from each other and the frequency hop size is 2 MHz (roll over
happens at every 500 ns / 75 m). The figure shows the measured distance at
the verifier when an attacker uniformly delays all the frequencies by the same
amount.
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For example, if the frequency hop size is 2MHz (�f), the maximum distance
measurable without any ambiguity is 75 m after which the measured distance
rolls over to 0 m. Similarly for frequency hop sizes of 0.5, 1, 2, 4 MHz, the
maximum measurable distances are 300, 150, 75 and 37.5 m respectively, beyond
which there is a rollover.

In our phase-slope rollover attack, we demonstrate how an attacker can lever-
age the maximum measurable distance property of the phase ranging system in
order to execute the distance decreasing relay attack. The phase-slope rollover
attack is illustrated in Figure 3a. The attacker is assumed to be closer to the ver-
ifier than the prover. For illustrative simplicity, here we assume that the prover
is far away from the verifier or in other words, the verifier and the prover are not
in communication range. During a phase-slope rollover attack, the attacker sim-
ply relays (amplify and forward) the verifier’s interrogating signal to the prover.
The prover determines the phase of the interrogating signal and re-transmits
a response signal that is phase-locked with the verifier’s interrogating signal.
The attacker receives the prover’s response signal and forwards it to the verifier,
however with a time delay (�t). The attacker chooses the time delay such that
measured phase di↵erences �✓ between the carrier frequency signals reaches its
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sure, the verifier can send two signals with di↵erent fre-
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(b) Experimental Result

Fig. 3: (a) The verifier’s signal travels unaltered from the verifier to the prover.
Then the prover locks onto the incoming signal and transmits a signal with
the same phase back. The attacker intercepts the prover’s signal and delays
each frequency by the same amount. The verifier calculates an incorrect distance
measurement based on the attacker’s signal. (b) The verifier and prover are
located 30 m from each other and the frequency hop size is 2 MHz (roll over
happens at every 500 ns / 75 m). The figure shows the measured distance at
the verifier when an attacker uniformly delays all the frequencies by the same
amount.
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ifier than the prover. For illustrative simplicity, here we assume that the prover
is far away from the verifier or in other words, the verifier and the prover are not
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ply relays (amplify and forward) the verifier’s interrogating signal to the prover.
The prover determines the phase of the interrogating signal and re-transmits
a response signal that is phase-locked with the verifier’s interrogating signal.
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System Assumption
• Two entities, verifier (e.g., car) and a prover (e.g., key) estimate distance 

using multicarrier phase ranging technology 
• Verifier and prover implement some form of cryptographic authentication

Attacker Model

• Verifier and prover are trusted and assumed to be honest 
• External attacker tries to reduce the estimated distance between a honest 

prover and verifier
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Phase slope Rollover Attack

Figure 1: The phase of the signal changes as it propa-
gates.

2.1 Phase-based Ranging
In phase-based ranging, the distance between two de-

vices A and B is measured by estimating the phase
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less than
2 · f
c

, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:

✓ = 4⇡ · d · f
c

(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
✓ · c
4⇡ · f (2)

Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
calculate the distance between them.

However, the phase of the signal is cyclic and repeats

after a distance of
2 · f
c

. Thus, a given phase does not

correspond to an unambiguous distance but will be:

d =
c

2 · f · ( ✓

2⇡
+ n) (3)

where n is an integer which reflect how many times the
signal cycled through a whole phase period. Thus only
distances below the phase roll-over can be unambigu-
ously measured.

2.2 Multicarrier Phase Ranging

Figure 2: Although the phase of signal s1 is the same
in location d1 and d2, the phase of signal s2 resolves the
ambiguity. By measuring the di↵erence in the phase of
both signals the verifier can estimate the distance.

Figure 3: The combined phase cycle of of signals s1

and s2 are cyclic and the signals complete a full cycle
over a distance of c

4⇡ ·�f m, where �f is the frequency
di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:

d =
c

4⇡
· ✓2 � ✓1

f2 � f1
(4)

where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
✓ is between 0 and 2⇡, the distance measured in this
way will not be unambiguous, as is shown in Figure
3. The maximum unambiguously distance that can be
measured depends on the di↵erence between the two
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Thus, the phase of the signals is the same in locations
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sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
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quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
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where ✓1, ✓2 and f1, f2 are the phase di↵erences and
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vices A and B is measured by estimating the phase
di↵erence between two continuous wave radio signals.
Specifically, the RF carriers and in general we deal in
the frequency domain as compared to the time domain
and the realm of pulse widths and rise times. The phase
of signal s, traveling between point A and point B, will
change as it travels along its path as is shown in Figure
1. If the maximum distance traveled by the signal is

less than
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, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:
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(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
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Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
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di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:

d =
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(4)

where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
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way will not be unambiguous, as is shown in Figure
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2.1 Phase-based Ranging
In phase-based ranging, the distance between two de-

vices A and B is measured by estimating the phase
di↵erence between two continuous wave radio signals.
Specifically, the RF carriers and in general we deal in
the frequency domain as compared to the time domain
and the realm of pulse widths and rise times. The phase
of signal s, traveling between point A and point B, will
change as it travels along its path as is shown in Figure
1. If the maximum distance traveled by the signal is

less than
2 · f
c

, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:

✓ = 4⇡ · d · f
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(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
✓ · c
4⇡ · f (2)

Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
calculate the distance between them.
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after a distance of
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signal cycled through a whole phase period. Thus only
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Figure 2: Although the phase of signal s1 is the same
in location d1 and d2, the phase of signal s2 resolves the
ambiguity. By measuring the di↵erence in the phase of
both signals the verifier can estimate the distance.
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and s2 are cyclic and the signals complete a full cycle
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4⇡ ·�f m, where �f is the frequency
di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:

d =
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· ✓2 � ✓1

f2 � f1
(4)

where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
✓ is between 0 and 2⇡, the distance measured in this
way will not be unambiguous, as is shown in Figure
3. The maximum unambiguously distance that can be
measured depends on the di↵erence between the two
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Experimental Setup

• Two Atmel AT86RF233 multicarrier phase ranging 
devices. (1) prover, (3) verifier

• Attacker hardware (2): USRP and two directional 
antennas 
‣ delay logic implemented directly on the FPGA 

• Laptop (4) records the verifier’s distance estimates
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Figure 1: The phase of the signal changes as it propa-
gates.

2.1 Phase-based Ranging
In phase-based ranging, the distance between two de-

vices A and B is measured by estimating the phase
di↵erence between two continuous wave radio signals.
Specifically, the RF carriers and in general we deal in
the frequency domain as compared to the time domain
and the realm of pulse widths and rise times. The phase
of signal s, traveling between point A and point B, will
change as it travels along its path as is shown in Figure
1. If the maximum distance traveled by the signal is

less than
2 · f
c

, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:

✓ = 4⇡ · d · f
c

(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
✓ · c
4⇡ · f (2)

Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
calculate the distance between them.

However, the phase of the signal is cyclic and repeats

after a distance of
2 · f
c

. Thus, a given phase does not

correspond to an unambiguous distance but will be:

d =
c

2 · f · ( ✓

2⇡
+ n) (3)

where n is an integer which reflect how many times the
signal cycled through a whole phase period. Thus only
distances below the phase roll-over can be unambigu-
ously measured.

2.2 Multicarrier Phase Ranging

Figure 2: Although the phase of signal s1 is the same
in location d1 and d2, the phase of signal s2 resolves the
ambiguity. By measuring the di↵erence in the phase of
both signals the verifier can estimate the distance.

Figure 3: The combined phase cycle of of signals s1

and s2 are cyclic and the signals complete a full cycle
over a distance of c

4⇡ ·�f m, where �f is the frequency
di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:

d =
c

4⇡
· ✓2 � ✓1

f2 � f1
(4)

where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
✓ is between 0 and 2⇡, the distance measured in this
way will not be unambiguous, as is shown in Figure
3. The maximum unambiguously distance that can be
measured depends on the di↵erence between the two
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2.1 Phase-based Ranging
In phase-based ranging, the distance between two de-

vices A and B is measured by estimating the phase
di↵erence between two continuous wave radio signals.
Specifically, the RF carriers and in general we deal in
the frequency domain as compared to the time domain
and the realm of pulse widths and rise times. The phase
of signal s, traveling between point A and point B, will
change as it travels along its path as is shown in Figure
1. If the maximum distance traveled by the signal is

less than
2 · f
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, where f is the frequency of the signal

and c the speed of light, the phase at a distance d from
the origin point is:

✓ = 4⇡ · d · f
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(1)

an thus knowing the phase, the distance can be as-
certained from:

d =
✓ · c
4⇡ · f (2)

Thus, the phase of a signal can be used to measure the
distance between a verifier and a prover. The verifier
sends a signal to the prover who locks his local oscil-
lator to the phase of the incoming signal. The prover
then crafts a response with the same phase and sends
it to the verifier. The verifier can then measure the
phase di↵erence between the reference signals, that he
sent, and the received signal from the prover and then
calculate the distance between them.
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after a distance of
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where n is an integer which reflect how many times the
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2.2 Multicarrier Phase Ranging

Figure 2: Although the phase of signal s1 is the same
in location d1 and d2, the phase of signal s2 resolves the
ambiguity. By measuring the di↵erence in the phase of
both signals the verifier can estimate the distance.
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4⇡ ·�f m, where �f is the frequency
di↵erence between the signals and c is the speed of light.
Thus, the phase of the signals is the same in locations
d1 and d2.

If distances above the phase roll-over need to be mea-
sure, the verifier can send two signals with di↵erent fre-
quencies, which the prover then transmits back. As can
be seen from Figure 2, the di↵erence in the phase of the
two signals determines the distance that the two signals
traveled, specifically from (2.1) we get:

d =
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where ✓1, ✓2 and f1, f2 are the phase di↵erences and
frequencies of the respective signals. Since the range of
✓ is between 0 and 2⇡, the distance measured in this
way will not be unambiguous, as is shown in Figure
3. The maximum unambiguously distance that can be
measured depends on the di↵erence between the two

2
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Almost real time except for the delay from the 
mixer, low pass filter
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• Frequency Hopping 
‣ only valid if attacker is incapable of processing a wide band of frequencies 

simultaneously. Very weak assumption.  

• Rough Time of Flight Estimation 
‣ available bandwidth limits the precision of the time of flight estimates 
‣ still vulnerable to On-the-fly and RF cycle slip attacks  

• Random Phase Shifted Prover’s response  
‣ prover introduces random (but agreed apriori with the verifier) phase shifts in its response 
‣ forces the attacker to estimate the phase (can’t pre-calculate) 
‣ does not prevent rollover attacks
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• Random Phase Shifted Prover’s response  
‣ prover introduces random (but agreed apriori with the verifier) phase shifts in its response 
‣ forces the attacker to estimate the phase (can’t pre-calculate) 
‣ does not prevent rollover attacks

Increases system complexity, makes phase ranging redundant
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• Investigated the  vulnerability of carrier phase-based ranging system to 
distance modification attacks 

• Showed that it is possible to reduce the estimated distance to less than 3 m 
even though the devices were more than 50 m apart 

• Phase-based ranging systems are not suitable for security-critical 
applications
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