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=] Previously proposed attacks on PKCs were
T 1996 Timing Attacks

T 1998 Simple Power Analysis

Differential Power Analysis

2004 Correlation Power Analysis

| 2.1 R, = 2R,
I
| 22. Ry_g, =Ry +P

T 2001 Big Mac Attack

Various Collision Attacks

Various Template Attacks

ap
Countermeasure
A | 4

Algorithm. Left to Right Scalar Multiplication > apply more than one randomization

INPUT P, d=(dy_idyy -, dy), method to make attack complexity

OUTPUT dP higher

Stepl. Ry =0
Step 2. Fori =n— 1 down to 0 do

Countermeasure
_ SPA Countermeasure
v

Step 3. Return R, Mathematical proof

DPA Countermeasure
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ECC scalar multiplication (RSA modular exponentiation) SICADBA
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=] Is there no vulnerability on key bit check phase?

At the beginning of each loop,

the key bit value is extracted from an n-bit key string d = (d,,_1, dp—2,**,dg)2

and stored in a d; variable

Algorithm. Left to Right Scalar Multiplication (Addition Always)
INPUT | P, d = (dp-_1,dn—3,,do)2
OUTPUT | 4P

Stepl. Ry =0

Step 2. Fori =n— 1 downto 0 do

Countermeasure

Step 3. Return R, + point/ scalar blinding

T
- ’L

d=(d,_1d,_--dy),

atat-t

Private key bits are directly loaded during the check phase,

but no countermeasures have been considered to protect this phase
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=] The power consumption is related to the d; value
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The attack does not require sophisticated pre-processing

such as decapsulation, localization, multi-probe, and principle component analysis
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Experiment environments
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m] SPA and DPA resistant algorithm

% ex) Montgomery-L6pez-Dahab ladder algorithm + scalar randomization

Hardware Implementation

Software Implementation

Power Consumption

Power Consumption

Electromagnetic

Electromagnetic
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Property 1 d;=1 d;=0 d; =0 d; =1 d; =1

d4€Bd3=1 d3@d2=0 dz@dlzl d1€Bd0=0

» The operations are executed in parallel

» Registers to be accessed and the d; value are determined simultaneously

N
Step 2. Fori =n — 1 down:to 0 do i
2L Rg=2R J\f B y
22 Ry_g.=Ro+P
N Ri-d; = Ri-a,, Affected by two information

R(]:R(]XM R1=RUXM R1=R0XM R1=RUXM R1=ROXM

Property 3

(include Property 1) Ry Ry #0 R, OR; =0 Ry O Ry #0 R, OR, =0

AN N A,
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=] Montgomery-Lopez-Dahab ladder algorithm + scalar randomization

Power Consumption

Power Consumption

Electromagnetic

Electromagnetic
s A

L R IR o 5 JE z 3 LR .,ne.\.N ;eSUIt
Power Consumption Electromagnetic
Hardware None Low Pass Filter None Low Pass Filter
K-MEANS K-MEANS K-MEANS K-MEANS
Property 1 97.74 % 97.71 % 100 % 100 %
Property 3 100 % 100 % 100 % 100 %

Power Consumption

Electromagnetic

Electromagnetic
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In software implementation SICAT:A
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m] Key bit check function of mbedTLS (openSSL)

v d; value (key bit check phase) v referred register address Ry,
according to Hamming Weight of d; o
. = =
Power Consumption £ . £
E-. =
Software None g £
DIFF | K-MEANS S 3
Property2 | 97.60% | 97.60% § ‘g
Property 4 100 % 100 % = =
T8 7822 7824 TE6 TElS Ti‘.zle TE32  TEMA4 TEDG TEVE TR a a2 s 4 Jl;:im\:o an s e il
new result
Electromagnetic " o
Software Low Pass Filter ;En e ?ﬂ
DIFF | K-MEANS 2 :
Property2 | 93.72% 94.17 % 2 g
- =
Property 4 94.17 % 95.96 %
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Related article SICA":A
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(=] If you have any question, refer to following article

https://doi.org/10.1007/978-3-319-72359-4 10
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https://doi.org/10.1007/978-3-319-72359-4_10
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