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PROBLEM: SIDE-CHANNEL ANALYSIS




SOLUTION: MASKING




EXTRA PROBLEM: GLITCHES!




BOOLEAN MASKING

X = (Xg, X1, 00, Xq) & X = in

l

Tricky: Nonlinear functions



MUSEUM OF CRYPTO ART
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OUR RESULT:

De Cnudde et al.

2016

e 1st order S-box:

2348 GE
0.71x

e 2nd grder S-box:

0.82x 4744 GE

Gross et al.
2017

2432 GE

4759 GE

This Work
2018

1685 GE

3891 GE




How?



BACK TO THE BEGINNING

SubBytes
ShiftRows
MixColumns

AddRoundKey




BACK TO THE BEGINNING

Akkar-Giraud 2001

SubBytes

AddRoundKey

meg

Genelle et al. 2010
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PROBLEM

Akkar-Giraud 2001 — Goli¢-Tymen 2002

The Zero Problem
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SOLUTION

- Damgard-Keller 2010
~ Genelle et al. 2010

Akkar-Giraud 2001 — Goli¢-Tymen 2002
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MASKED GF INVERSION

Local
Inversion
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MASKED GF INVERSION
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FIRST-ORDER MASKED CONVERSIONS

b—— B

b,—A

x=ADB
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FIRST-ORDER MASKED CONVERSIONS

x=C' (AD B)

1. Expansion
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FIRST-ORDER MASKED CONVERSIONS

x=C' (AD B)

2. Synchronization
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FIRST-ORDER MASKED CONVERSIONS

x=C1-B

To C
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FIRST-ORDER MASKED CONVERSIONS

x=C1-B
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FIRST-ORDER MASKED CONVERSIONS

x=C1-B

x1=C.-B1
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FIRST-ORDER MASKED CONVERSIONS

x1=C-(DDE)
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1. Expansion
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FIRST-ORDER MASKED CONVERSIONS

x1=C-(DDE)
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2. Synchronization
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FIRST-ORDER MASKED CONVERSIONS
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SECOND-ORDER MASKED
CONVERSIONS
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SECOND-ORDER MASKED
CONVERSIONS

Pg = dgo
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Still only 1 inversion!
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MASKED GF INVERSION

Local
Inversion
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MASKED KRONECKER DELTA
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AN INTERESTING OBSERVATION

A, B, R B, A,
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MASKED KRONECKER DELTA
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MASKED KRONECKER DELTA
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MASKED KRONECKER DELTA
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MASKED GF INVERSION

No registers

T Local
— — =1 Inversion

Precompute
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RESULTS



S-BOX AREA

De Cnudde et al.

2016
e 1st order:
2348 GE
0.71x
e 2nd order:

0.82x 4744 GE

Gross et al.
2017

2432 GE

4759 GE

This Work
2018

1685 GE

3891 GE
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AES AREA

e 1st order:

0.89x

e 2nd grder:
0.91x

De Cnudde et al.

2016

7682 GE

12640 GE

Gross et al.
2017

7337 GE

12024 GE

This Work
2018

6557 GE

10931 GE
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RANDOMNESS PER S-BOX

e 1st order:

e 2nd grder:

De Cnudde et al.

Gross et al.

This Work
2018

2016 2017
54 18
162 54

53

37




LATENCY PER ENCRYPTION

De Cnudde et al. Gross et al. This Work
2016 2017 2018
246
256
276

# clock cycles



TVLA: 15T ORDER AES

First Order
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t-value

t-value

TVLA: 2ND ORDER AES
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TVLA: BIVARIATE
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TAKE-AWAY

v’ Keep it Simple ©
v" Find inspiration in early works

v" Push the limits:

v Reuse Randomness

v" Customize!
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[A CRYPTO NERD'S WHATWOULD |
IMAGINATION) ¢ ACTUALLY HAPPEN:

HIS LAPTOPS ENCRYPTED. HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR DRUG HIM AND HIT HIM WITH
CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL

NO GooD! TS HETELLSUS'IHEPMSUORD

‘ ooR U096 -B\T RSP\‘ GOT 1T,

EVIL PLF\N

s @m

Thank You



