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 AES (FIPS 197) algorithm and Counter mode

Used for numerous services
as encryption technique

- OMA DRM v2.0 : PDCF format

-IPTV, VoIP : SecureRTP

- SSH, SSL/TLS, and etc.

Parallel processing

Does not need to implement decryption algorithm

AES Algorithm
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Round 10

ROUND KEY 10

Be used in Authenticated Encryption (e.g. GCM, CCM)
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Structure of round
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The counter is incremented for each block
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%+ The feature of AES, which is used in Counter mode

o 16 bytes counter is increased by 1 (more precisely, pre-defined value) for every block

o 15 bytes of the counter remain constant for 256 blocks

The counter is incremented for each block

IV(Counter)
I (i1 T
Ve
K —> Block Clpher K —> Block Clpher K —> Block Clpher
Encryption Encryption Encryption
Plaintext, [—>P—>| Ciphertext, Plaintext, |—>P—>{ Ciphertext, Plaintext ,;, —>>—>| Ciphertext .,
1% block 2" block i" block
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%+ The feature of AES, which is used in Counter mode

o 16 bytes counter is increased by 1 (more precisely, pre-defined value) for every block
o 15 bytes of the counter remain constant for 256 blocks

1st block

2nd plock

CTR, : 0x00 00 00 00 0x00 00 00 00 0x00 00 00 00 0x00 00 OO

CTR, : 0x00 00 00 00 0x00 00 00 00 0x00 00 00 00 0x00 00 00

State
00 | 00 | 00 | 00
00|00 | 00|00
00|00 | o0 |00
00 |00 00 J01]| Round Key
8A |48 | ED | AC
4F | 7B | 83| 56
5E | BA|6A | 50
State 59|B3|C4]38
8A |48 |ED | AC
4F | 7B 83| 56
5E | BA|6A | 50
59 |B3|C4]39

State
00| 00 | 00 | 00
00 | 00 | 00 | 00
00| 00| 00 | 00
00| 00| 00J02] Round Key
8A| 48 |ED | AC
4F | 7B | 83| 56
5E |BA|6A ] 50
State 59|B3|C4]38
8A| 48 |ED | AC
4F | 78| 83 ] 56
5E|BA|6A ] 50
59 |B3|C4]3A

< Initial Whitening phase of AES >
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%+ The feature of AES, which is used in Counter mode

o 16 bytes counter is increased by 1 (more precisely, pre-defined value) for every block
o 15 bytes of the counter remain constant for 256 blocks

O]
* The bottom line
- Only small changes in each of input-block
- At the first two rounds, AES operates with many overlapped data
- These overlapped values can be cached and reused
= Counter-mode Caching**
s

* Daniel J Bernstein and Peter Schwabe, “New AES software speed records”, INDOCRYPT 2008
** HongJun Wu, “Hongjun’s optimized C-code for AES-128 and AES-256", eSTREAM Project, 2007



% SubBytes
o Substitutes one byte with another byte (S-Box)

o Each byte has no relationship with the other

Round Function - 4 Transformations

o Same input always produces same output

/
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% Mixcolumns

o Is peformed column-by-column
o Combines the four bytes in each column
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—

S-Box
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=
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[12]
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[14]

[2]

(6]
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< ShiftRows

o Circularly transposes rows from right to left
o The amount of moving is relevant to the row pos.

[e]

[4]

[8]

[12]

[1]

[5]

[9]

[13]

[2]

(6]

[1e]

[14]

(3]

[7]

[11]

[15]

% AddRoundKey

o Simply XORs a given State with round keys

State

[e]

[4]

[8]

[12]

[5]

[9]

[13]

[1]

[1e]

[14]

[2]

(6]

[15]

[3]

[7]

[11]

—

Shift

Round

[e]

[4]

(8]

[12]

[5]

[9]

[13]

[1]

[10]

[14]

[2]

(6]

[15]

[3]

[7]

[11]

Key

[e]]| [4]

[(8]|[12]

(11| [5]

[91|[13]

[2]|| [e]

[10]||[14]

(31| [7]
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=
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% Table-based Implementation
o Uses pre-computation tables

static const u32 Te@[256] = { static const u32 Te3[256] = {
Oxc66363a5U, Oxf87c7c84U, Oxee777799U, Oxf67b7b8dU, ©x6363a5c6U, Ox7c7c84f8U, ©x777799%eeU, ©x7b7b8df6U,
oxfff2f20dU, Oxd66b6bbdU, Oxde6f6fblU, ©x91c5c554U, oxf2f20dffU, Ox6b6bbddeU, Ox6f6fbldeU, Oxc5c55491U,
0x60303050U, 0x02010103U, Oxce6767a9U, ©x562b2b7dU, 0x30305060U, 0x01010302U, Ox6767a9ceU, 0©x2b2b7d56U,
oxe7fefel9U, 0Oxb5d7d762U, ©x4dababebU, Oxec76769aU, IO oxfefel9e7U, 0xd7d762b5U, ©xababe64dU, Ox76769aecU,
0x824141c3U, 0©x299999b0OU, ©x5a2d2d77U, ©Oxleofofliu, 0x4141c382U, 0©x9999b029U, ©x2d2d775aU, ©xefefllleU,
@x7bbobocbU, ©xa85454fcU, Ox6dbbbbd6U, ©x2c16163aU, @xbobocb7bU, Ox5454fcas8U, Oxbbbbd66dU, ©x16163a2cU,
¥ ¥
< OpenSSL >
s@ = GETU32(in ) N rk[O];
s1 = GETU32(in + 4) ~ rk[1];
s2 = GETU32(in + 8) ~ rk[2];
s3 = GETU32(in + 12) ~ rk[3];
/* round 1: */
t0 = Te@[sO >> 24] ~ Tel[(sl >> 16) & oOxff] ~ Te2[(s2 >> 8) & Oxff] ~ Te3[s3 & oxff] ~ rk[ 4];
tl = Te@[sl >> 24] ~ Tel[(s2 >> 16) & oxff] ~ Te2[(s3 >> 8) & Oxff] ~ Te3[s0 & oxff] ~ rk[ 5];
t2 = Te@[s2 >> 24] ~ Tel[(s3 >> 16) & oxff] ~ Te2[(s0 >> 8) & Oxff] "~ Te3[sl & Oxff] ~ rk[ 6];
t3 = Te@[s3 >> 24] ~ Tel[(s0O >> 16) & oxff] ~ Te2[(s1l >> 8) & Oxff] "~ Te3[s2 & Oxff] ~ rk[ 7];
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% Table-based Implementation
o Uses pre-computation tables

static const u32 Te@[256] = { static const u32 Te3[256] = {
Oxc66363a5U, Oxf87c7c84U, Oxee777799U, Oxf67b7b8dU, ©x6363a5c6U, Ox7c7c84f8U, ©x777799%eeU, ©x7b7b8df6U,
oxfff2f20dU, Oxdeeb6bbdU, ©xde6f6fblU, ©x91c5c554U, oxf2f20dffU, ox6bebbddeU, Ox6f6fbldeU, ©xc5c55491U,
0x60303050U, 0x02010103U, Oxce6767a9U, ©x562b2b7dU, 0x30305060U, 0x01010302U, Ox6767a9ceU, 0©x2b2b7d56U,
oxe7fefel9U, 0Oxb5d7d762U, ©x4dababebU, Oxec76769aU, IO oxfefel9e7U, 0xd7d762b5U, ©xababe64dU, Ox76769aecU,
0x824141c3U, ©x299999boU, ©x5a2d2d77U, ©xleofofllu, 0x4141c382U, Ox9999b029U, ©x2d2d775aU, ©xofofllleU,
Ox7bbobOcbU, ©xa85454fcU, ©x6dbbbbd6U, ©x2cl16163aU, Oxbobocb7bU, ©x5454fca8U, ©xbbbbdé66dU, ©x16163a2cU,
¥ }s
< OpenSSL >
s@ = GETU32(in ) A
sl = GETU32(in + 4) ~ rk[1];
s2 = GETU32(in + 8) ~ rk[2];
s3 = GETU32(in + 12) * rk[3]; Vulnerable to Cache timing attack

/* round 1: */

te =|Te@|s@ >> 24]] ~ Tel[(s1l >> 16) & Oxff] ~ Te2[(s2 >> 8) & Oxff] ~ Te3[s3 & oxff]|~ rk[ 4];
tl =|Te@[sl >> 24] ~ Tel[(s2 >> 16) & oxff] ~ Te2[(s3 >> 8) & Oxff] "~ Te3[s0 & Oxff]|~ rk[ 5];
t2 =|Te@[s2 >> 24] ~ Tel[(s3 >> 16) & oxff] ~ Te2[(s0 >> 8) & Oxff] "~ Te3[sl & Oxff]|~ rk[ 6];
t3 =|Te@[s3 >> 24] ~ Tel[(s0O >> 16) & oxff] ~ Te2[(s1l >> 8) & Oxff] "~ Te3[s2 & Oxff]|~ rk[ 7];
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+ Bitsliced Implementation
o First proposed by Biham to improve the software performance of DES (1997)

o Simulates a hardware implementation in software (sequence of Boolean operations)

Block, :
Block, :
Block, :
Block; :
Block, :
Blocks :
Blockg :

Block, :

— < 8 plaintext blocks >

LSB

00000000

00000001

00000010

00000100

00000101

00000110

MSB
bo | b; | b, | bs
bo | b; | b, | bs
bo | bs | b, | bs
bo | b; | b, | bs
bo | b; | b, | bs
by | by | by | bs
bo | b; | b, | bs
bo | b; | b, | bs

00000111

< bitsliced form transformation (OpenSSL implementation based on [1]) >

\

Registery, :
Register; :
Register, :
Register; :
Register, :
Registerg :
Registery :

Register, :

— < 8 [128-bits] registers >

MSB
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LSB

1010

010

1100

100

1111

000

0000

000

0000

000

0000

000

0000

000

0000

000}Y

[1] : Emilia Kasper and Peter Schwabe, “Faster and Timing-Attack Resistant AES-GCM”, CHES 2009
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% AES-NI (Hardware acceleration)
o Intel supports AES instruction set since Westmere processor (in March 2008)
o Support 7 instructions

AESENC Perform one round of an AES encryption flow
AESENCLAST Perform the last round of an AES encryption flow
AESDEC Perform one round of an AES decryption flow
AESDECLAST Perform the last round of an AES decryption flow
AESKEYGENASSIST Assist in AES round key generation

AESTIMC Assist in AES Inverse Mix Columns

PCLMULQDQ Carryless multiply

< Crypto++ >

*pblock = _mm_xor_sil28( *block , skeys[@] ) ;

/* round 1: */
*block = _mm_aesenc_sil28 ( *block , skeys[1l] ) ;
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% Fastest throughput of each method

Performance

Meth T Envi Ref
ethod (Cycles per Byte) est Environment eference

10.57 + «

Table-based Core 2 Quad Q6600 INDOCRYPT 2008 [1]
(not for CTR)
9.32 Core 2 Quad Q6600
Bitslicing CHES 2009 [2]
7.59 Core 2 Quad Q9550
1.4 - 2.0 Westmere Processor INTEL whitepaper [3]
AES-NI
0.57 Skylake Core i5 Crypto++ Benchmark [4]

[1] : Daniel J. Bernstein and Peter Schwabe, "New AES software speed records”, INDOCRYPT 2008
[2] : Emilia Kasper and Peter Schwabe, “Faster and Timing-Attack Resistant AES-GCM", CHES 2009
[3] : Shay Gueron, “Intel Advanced Encryption Standard (AES) New Instructions Set”, May, 2010

( The first Westmere-based processors (that supports AES-NI) were launched on Jan, 2010. )
[4] : Crypto++ 6.0.0 Benchmarks, https://www.cryptopp.com/benchmarks.html, 2017. 12



https://www.cryptopp.com/benchmarks.html
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% Previous Counter-mode Caching can not work effectively on bitsliced and AES-NI-based implementations

o It only covered partial data of round transformation
- The rest (which was not cached) should be calculated in every block

' ] - I l I
Bltsllce ) — < 8 plaintext blocks > ——————————————— - < 8 [128-bits] registers > ———— @
\ LS8 S8 <8 \
0

[

MsB «
Blocky ¢ [bo [ e[ bz bs] -+ [bu]bu]buJ00000000] Register, : [ 00001 0 10]
Block, : [bo | by [ b2 [ s -+ [bu]bus]bus f 00000001] Register, : [ 0000 1 1 00]
Block, : [ bo [ by [ B2 by | -+ [bi] by | bui ] 000000:0] Register, : | 00000 0 00]
Blocks : [bo[ e[ ba]bs] «+ [oufbu]bu] ] Register, : [ 00000 000]
Block, : [Bo] Ba] b2 bs] «+ [e]bu]bu ] 00000100] | > Register, : [ 00000 000] aesenc Xmm15, Xmml 9 only 1 instr,uction
Blocks : [bo] ba] b2 bs] «+ [bu]bu]bu]o0000101] Registers : [ 000000 00] .
stock, : [(ETETETE] - Elolmlwem] Register, ¢ | )| performs round operation
Block, : [bo [ by ] B[] -+ [B:]b. ] b Joo000111] Register; : [ 000000 00] ¥

During a format conversion, each byte of input is sliced bitwise.
And the sliced bits are spread
in the corresponding positions of each register Adding some operations to calculate the rest

becomes a considerable burden
even if instruction latency and
throughput differ from each instruction

Necessary input bytes to calculate the rest
are spread to whole register

Such operations (for the rest)
should be composed of
several instructions

Almost the whole instructions of
previous implementation should be performed
with additional operations (save, load, merge)
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% We propose an efficient implementation technique for the CTR mode of AES (FACE)
o Extends the counter-mode caching

o Can be employed, regardless of the platform, environment, or implementation method

%+ We show that FACE can be applied to existing implementation methods
o Table-based, bitsliced, and AES-NI-based implementations
o The first to combine counter-mode caching with bitsliced implementation

o The first to apply counter-mode caching up to the round transformations of AES-NI implementation

% Our proposal (FACE) records the highest throughput ever achieved
o Bitslice : 6.41 cycles/byte on an Intel Core 2 Q9550 (previous record : 7.59 cycles/byte)
o AES-NI : 0.44 cycles/byte on an Intel Core i7 8700K (previous record : 0.55 cycles/byte)
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Fast AES Counter mode Encryption
FACE (Fast AES Counter Mode Encryption)

% 5 types of reuse techniques
o FACE,y o FACE,q4 o FACE,
— Cache 12 bytes of round 0’s result - Cache 12 bytes of round 1’s result - Cache 16 bytes of round 2
- Reuse for 232-1 successive blocks - Reuse for 255 successive blocks - Reuse for 255 successive blocks
o FACE, 4. o FACE,q.
- Generate Pre-computation Table (1K) - Generate Pre-computation Table (4K)
- Reuse for 2%° successive blocks - Reuse for 240 successive blocks

15 block’s Counter Value + Interval

| 5[0] | S[1]] 5[2] | s[3] | S[4] | 5[5] S[ﬁ]| 5[7] | 5[8] | 5[9] |S[1l]]|S[11]|S[12] S[13]|S[14]|S[15]|
Block-to-State Q ________________________________________________________________________________________

Transformation| Round O (Initial Whitening)

¢ | e—Round 3 —

Rowund Hey |

S| 2E

o syl
v k ] “.\_‘ SubBytes s‘[ﬂ ’.l‘_ ]

83817

€<

S[0]

)

su s 5B




Fast AES Gounter mode Encryption

KOREA

UNIVERSITY

11

FACE, 4

* 16 bytes counter
is increased by 1
for every block

« 15 bytes of the counter
remain constant for
256 block

* The difference between
one block and next block
is just last 1 byte

Initialization Vector
(128 bits Counter Value)

| s[o] | S[1] | s[2] | s[3] | s[4] | s[s] | s[6] | s[7] | S[8] | S[9] S[10]|S[ll]|S[12]

S[13]

S[l4]|S[15]|

Block-to-State
Transformation

15t Block :

~>

s[o]

S[4]

S[8]

S[12]

S[1]

S[5]

S[9]

S[13]

S[2]

S[6]

S[3]

S[7]

S[10]

Qr a1

s

Round 0 (Initial Whitening)

1st block’s Counter Value + Interval

| s[o] | S[1] | s[2] | S[3] | s[4] | s[s] | s[6] | S[7] | s[8] | S[9] |S[lO]|S[11]|S[12]|S[13]|S[14]|S[15]|

Block-to-State
Transformation

2nd Block :

b

S[0]

S[4]

S[e]

S[12]

S[1]

S[s]

S[9]

S[13]

s[2]

S[6]

S[3]

S[7]

S[10]

mr

Qr:

Round 0 (Initial Whitening)

: Different Part VA : Available Part of Cache



KOREA

11

FACE, 4

. 1 6 bytes counter I(?igi;ii:aZiEZtZicszllsue) ; : Different Part VA : Available Part of Cache
- Increased by 1 |S[0]|S[1]|S[2]|S[3]|S[4]|S[5]|S[6]|S[7]|S[8]|S[9] S[lO]|S[ll]|S[12] S[13] 5[14]|3[15]| """"""""""""""""""""""""""""""""""""""
Block-to-Stat
for every bIOCk Tr::fsfo:matjoi < ° Round 0 (Initial Whitening) ¢ &— Round 1 —
~ ['si01 ['sta [ sten [z Round Fey so1 || sta1 || ste1 ||siz2)
* 15 bytes of the counter 1t Block : || stel | sl st S || BT} Ste1 1S
remain constant for Sz || st stalfisr il | B e L
s3] || st || sreig|srzs] SI31 || SI71 5[1"1J|5[T5]|
256 block i [ T :
A
7 VARY
N ~ N
* The difference between .
one bIOCk and next bIOCk 1st block’s Counter Value + Interval
iS jUSt IaSt 1 byte ook to-state |S[O]|S[1]|S[2]|S[3]|S[4]|S[5]|S[6]|S[7]|S[8]|S[9]|S[10]|S[11]|S[12]|S[l3]|S[14]|S[15]|
Transformation . Round 0 (Initial Whitening) e &— Round 1 —
Round Key

sio1 || st41| ste1||s[12]

> S[0] || SI4] || S[8] {S[12]

2nd Block : 111 || sts1] ste1 ||s[231 S[1] || SI5] || SIoT ||S[13] cee

st21| ste1 ||sraonfler2 42!

st21 || stey |[staonlere ! staoflerzy
s || s 5[1-11J|qu]| s(31 || st ||sta s

|

Seha

fan)
N

fan)
>

fan)
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Fast AES Gounter mode Encryption

FACE, 4

. 16 bytes counter I(?igi;ii:aé:izzt:ic:;:iue) ; : Different Part VA : Available Part of Cache .
IS Increased by 1 |S[0]|S[1]|S[2]|S[3]|S[4]|S[5]|S[6]|S[7]|S[8]|S[9] S[lO]|S[ll]|S[12] S[13] 5[14]|3[15]| """"""""""""""""""""""""""""""""""""""
Block-to-Stat
for every bIOCk Tr:zsfo:matjoi < ° Round 0 (Initial Whitening) ¢ &— Round 1 —
> | sio1|| sta1 || ste1|[s[121 i s[o] || (41 || ste1|[s[12]
« 15 bytes of the counter 15t Block : S[1] || SIs] || S91 {[S[23] S[1] || SI51 || SIo1 |[S[23] cee Fizst Block
remain constant for st || s s Rl e 7
v sta1 || st ||stes S[T5]| IR
256 block e S—[l-”“S[TS]' I . ~._| B4
! : ~Jd y:f 7
¥ g 777
| i %%
* The difference between . 3 A
one block and next block 1%t block’s Counter Value + Interval D_;fote Cache
1 erence
iS jUSt Iast 1 byte |S[0]|S[l]|S[2]|S[3]|S[4]|S[5]|S[6]|S[7]|S[8]|S[9]|S[lO]|S[11]|S[12]|S[13]|S[14]|S[15]| |
Block-to-Stat
Tr:;:sfo;nat?o: < . Round O(InitialR Wh:'.t[:(e:ing) e &— Round 1 — ?;/’A:’/j/
> | so1 |l star || sis1||sizg onne e sfa1 || sta1 || sts1 |[sr221 LA
. Ca.c.he 3 c.olur.nns of ond Block - |5 || w1 || st |lse s || sts1 || ster |[stean vee @.{/A‘;ﬂ’
Initial Whltenlng (Round O) siz1 || ste1 || spaop|fere ! st21 || ste} ||saopfler= /,a*'y '{AO%
s || s EJ“S[TS]I sial || s 5[1:.1”3[15] -7 Seco;:aSSOCk
* The cached value :

Seha

|

fan)
N

can be reused
in 232-1 consecutive blocks

fan)
>
fan)
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FACE,q;

Round 0 —e

The difference between
two input blocks
is just last 1 byte

15T Block :

2" Block :

S[o]

S[4]

S[8]

S[12]

S[1]

S[5]

S[9]

S[13]

S[2]

S[6]

S[3]

S[7]

S[10]

Qr

51“5[15]‘ |

Round 0 —e

s[o]

S[4]

S[8]

S[12]

S[1]

S[5]

S[9]

S[13]

S[2]

S[6]

S[3]

S[7]

S[10]

cr

],

——— Round 1

——————— Round 1

® = feeeeeeeccececcccccccecmccecceccmcmecemcmeemc———————,

: Different Part

1
R 1
E Vg Correlation of transformation with bytes E

i VA : Available Part of Cache




KOREA

UNIVERSITY

12

Round 0 ——e; &——— Round 1 ®  &—Round 2 ——  ooooeeoe .
° SN SN E : Different Part E
* The difference between ston| | sia | steflsts2] ) | |\ ] e[Sl o= |
“~7SIL 7S “~1 727 1 : Correlation of transformation with bytes |
t t I i ' 1 ' ( A Y '
° 15T Block : S || S[51 | S[E1 {|S[L3] N AIREAIREAINYE ] EAIREAIRS \ | H
two |nput bIOCkS st21 || step {{saog|lere S| e IR | A P I | Nl A E Z : Available Part of Cache :
L R 1 | R 2 | R — sallv sl o [
. . ] |_| l’\ ‘r\ "~ ‘r\ '/\"\ l/\ '/\
is just last 1 byte star] s flsafjsust] | el
SubBytes ShiftRows AddRoundKey XX
1
° ° II‘ I\ I\
» This difference spreads PRV |
=~~~ ] Wl \ 1 (! \
. e lad ! 1 ”__l ! 1|[! |
by ShiftRows() and I
Ellad 1 " f'"_" 1 HH 4
. . = Yoo a||vor||e
Mixcolumns() operation N A0
v
MixColumns
— Round 0 — &——— Round 1 ¢  &— Round 2 —
N N N -~ UIEEN N N
| | 1
s(o1 || star || stel f{ste2lf -1\ [ L1l 1IN \_,T'\_' N
-~ -~ e N -~ -~ ~ -~
| | 1 | | { |
2 Block : ST || S[51 | S f{S[13] sl o[ o 19”2 1£9%1 | 591 | ™
S[Z] 5[6] 5[10] C"“‘.‘. ' ~ ' ~ ' ~ N ‘/s "- ~ l’\ '/\
s s [ = AN IR AN
_/ AI l’\ "\ 'a~ 'a\ 'r\ /"—\ l’\ '/\
si31|| stn EJ”S[E] i 2,|\_" oAl .
SubBytes ShiftRows AddRoundKey [ XX
Py | AN (AN AN
1 ¥ '_|_ LY | A
el i T | R | |
e | > I 1 1 1
P i (S T
2 I I o O
|:’] = I I
= = Ly % ‘ ’ .
\/

MixColumns
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FACE,q;

The difference between
two input blocks
is just last 1 byte

This difference spreads
by ShiftRows() and
Mixcolumns() operation

Cache 3 columns of
Round 1 result (12 bytes)

The cached value
can be reused
in 255 consecutive blocks

15T Block :

2" Block :

Round 0 —e

&———  — Round 1

“ N ~ N -~ ~ N -~ -~ rd -~
S[o] {] S[4] | S[8] ||S[12] 1 1 | 1 1 1 |
A AR AR AR ] N AIREAIRE AR ]
“N - N - N - N “ N “ N - N “ N
S[11 {] S[5]1 (f SI91 {|S[13]1 1 1 | 1 i | 1 i
AN AIRNEAIRE AIAE \EAIRE AR \ .
-~ -~ -~ -~ -~ -~ -~ N -~
S[2] || slé] ||S[101{{S[14] J 1 1 1 1 t t l
A AIRE AR AIRAY ¥ AR AR \ S J
-~ N - N -~ -~ N -~ -~ -~ N - N
S[31 || s71 ||sraa1||sras]| ¢ [t 1 1 1 | l | l
hEAIRNEAIRE AIAE . AIREAIRS \
SubBytes ShiftRowi) AddRoundMﬂZ)
~ ~ ~ ~
/ N | AN | Y
- "l' |' \' 1
<L dR TR |
Dl | g | [ 1 1 1
ZF = -—fs | L |
< LI | L | LU | LR
| | = L | TR | LS L —
<l = Yool oY orfd o
\~___ — =P . ’ ’
MixColumns
—— Round 0 —e ;&—— Round 1 °
-S| 7 SN0 7S =~~~ -~
S[o] {] S[4] (| SI8] ||S[12] 1 1 1 1 i | 1 i
NN N AR | A AIREAIRS \
-~ N -~ -~ -~ -~ N -~
S[1] || S[5]1 || S[9] ||S[13] 1 1 1 1 1 1 |
A\ 4IRS AR/ e AR 4 N
-~ -~ -~ -~ N N N -~
S[2] || S[6] [{S[10]{]|S[14] 1 1 1 1 1 1 1 1
N v E 4 N N v N ¥ N ¥ N \
“N “ N “ N ~ N “ N ~ N - N “ N
S[31 {] S[7] [{S[11]{]|S[15] J 1 1 1 i | 1 |
e AIRE AR AN 2 AR AR \
SubBytes Shif tRow.‘s> AddRoundKey>
N | AN Y
- 1 I_' Y | LAY |
--r- -~ T | O | Y |
R | R | I | 1S L | LN O | L
—— = = T T t T
- =~ 1 ] 1
1 1 [l
<l = Y oo||v of|v ||
\5-__ — ] ’ . ’ ’

N

MixColumns

&— Round 2 —

e— Round 2 —

...................................................

: Different Part

: Available Part of Cache

: Correlation of transformation with bytes :

First Block
State

V77

I

07
DAY,

4 Byte
Difference

Cache

D,

U7

7,
wH
Y,

Second Block
State
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FACE, 4.

..................................................

Round 0 —e ;&————— Round ] ®  &— Round 2 —
. Uy Inan [k : Different Part
* Generate Pre-computation S[01 || SE41 || Ste1 || st22] Y 'Su V] (G o

15T Block : | S || S5 || SIOT||S(L3]

st21 || ste1 ||sr201)l<
si31 | s 5[141J|T5]|§

SubE

- === E Ve Correlation of transformation with bytes E
IS[s1 [1's[97 |{5[23]||S[L . :
\,% ‘L’g > "] \,'g ! VA : Byte that is used as index E
5[1_; Ena|l'sig ||'st) T :

fe~i-=-~

t;r1= o] KUl s{@]

AddRoundKey> eeoe

20| i || S (|5t

lookup table (size : 1KB)

ists1liston ras]] st

I[B[lO]' I|S[14]I ;‘8[2]: ;‘S[G]:

é[lgi %[3,]' %[7,1. g[l’,l'i

MixColumns

Round 0 —/e  &—— Round 1 ®  &— Round 2 —
“~ -~ -~ -~ =~ -~ -~
|5[01|,sm| SI8l | |St2l| - |'S1g) ||'Srg ||'Ste | 202 o |'§[fg 31|20z
| -~~~ -~~~ =~ .*’\ =~ =~
2nd Block : 3[1]r|3[5]| | li[g '§,[§J '§[2J R '§,[§l |i[9J R (P
s | s sl (316 gl (6 g
st | st [swcsns) (g e o] e g g

SubBytes ShiftRows AddRoundKey (XX}
|srm|l5[4] sie] ||spzg IS[?)]‘ '5[?1\]‘ ;,[?s]‘ ?tﬁ‘]
e — ' L
ctr[15] |x Rouk”d159’5 Isfs1|'8191 sp13]|[ sl :'S[s]', ision [ st
== — T 1 il

rk[15] |Sﬂ0_]| s(14) Kal 6[10] 6114] 'S[2l |‘S[6]:
;M 1 + I F
|S[~'15J|[S[3] 3T g | ist || b7t |40y

A,

MixColumns



KOREA

UNIVERSITY

13

FACE, 4.

..................................................

Round 0 —e  @&——— Round 1 ® . &— Round 2 — ! ‘ E
* Generate Pre-computation [ R Ran IR o[ Fea | R R | [ Different Part |
sfo1 || st41 || ste1||st221| ¢ |*sto1 ||*sta] ||tsts] ||622 1sqo] ||'sr4] ||*sie] ||6112 N :
. (01| SteT | SteT st \,['g \,['g ‘;[“g ‘E':] \,["\1 \,[’g \,[’g \E{] : (S Correlation of transformation with bytes ;
IOOkup table (Slze : 1KB) 15T Block : ST || S || SET 1St li[g '§,[’53 l§,[?‘g S\El%] 'é,[%l "S‘,[?g 5{1%] '§,['1‘g i VA : Byte that is used as index i
si2] || stel ||snao[snaal| iz} ||'ste) |50y |0 810)| (5141|513 ||'stg) e e |
si31 || st |[stu|[sisi| {153} |51 5\[1;] 5\[15] ss)||'sig |5 g@ ‘\\\ isntat;] —————= :
\/ > a =
¢ Store and Reuse SubBytes ShiftRows AddRoundKey eoe i :
H -~ ~ ~ ~ |
the flrSt column Of round 1 S[12] S0 || gy || giey | ste |
3 isishrston sy ista :
= 1 t L | L
[T 61101 §[14]' sizy| 't |
1 } + + First Bloc!
* The lookup table can be il vt | o [ stae |
[ 40 [ \—/ m |
used in 24° consecutive MixColumns state | o
Round 0 —e ; &———— Round 1 ® | &— Round 2 — 101003 : | I
bIOCkS “l “~I[=~I[ =~~~ =S~~~ ~ in12 : | I
|stor)] st || st suaa|  [sig)|[iq g [ is10 ||'st4j ||'s1g) || a2 — ||
=y “—~|[=~1=~1—F~ —~|[=~I[—~1[—~ N3 1 | |
(1,099,51 1,627,776 bIOCk 2nd Block : S[l]!|S£5]!ls[9] S[13] li[g l§;[§J lg[gl '5{13] l§[§ "Si[g 5{1—%] '§’[_1J o : | |
= 17,592,186,044,416 bytes (21 || stel | suonfsial|  |'S12j ||'Ste) | 8110|1141 RGN 0L 913 ||'Ste) > % : : :
“~|[=~ =~ 17> e~ leax 0 -7 ! Second Block
= 16 TB) el 1 G Sy O 551 ) 1 5] O e L e |
SubBytes ShiftRows AddRoundKey ooo : | |Lookup Table
ol s = - <—————5 Tndex | |255
. . [ sion || sg4] || ste1 |s(12] 2[0] || 3[4 || 181 |[sft12]
* The lookup index is the Bk | e [y I | o
[ s |j_s_[9]_ K l5[5]‘I ,5[9]‘| 5[131 ,5[1]‘I
— == - T T 1| I [l hed
last byte of the counter sz szt | 5T 9[10'f sl st st Cache
|snsj|[sla]_ 3T g | ist || b7t |40y
N
MixColumns
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Leverage FACE,y; & FACE,q.

Counter
bol by b bs|bs]bsbs] bs]bg| bbb biel]bs]bilbis
Initial whitening (Round 0) E
—r = mm o mm s mm o mma mms e s o s s = == —
Caching Procedure (Round 1) i
4

______ S0} S[4]S(8] §'[ ]. bubBytes( )

S[T1}SI51] S[91] S113] |

si21| sisl | st Sfipirons )

S[7 i
SIS sty sial W/

S[O]} S[41|S[8] |S[12]

[ MixColumns() ]

NI NBI SEl SiE

A4

S[21) S[6] | S[10]| S[14]

€ -[ AddRoundKey( ) ]

S[3]|S[71 SISl

>
Index(b,;) | State Value(4 Bytes)

0

1

254
255

@x64E2F9C1
0xS[@x1ABBH2IS(3 ]

Ox73816F1F
Ox6C8EB21D

= e g

Counter

1

after memofy[ I

bapl pnd merge

Round 2

State Value (4 Bytes)

0 v 0x64E2F9C1

________ » 1 0x1A83B211 -
254 0x73816FIF
255 O0xBC8EB21D
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Fast AES Gounter mode Encryption

: Different Part \’_; : Correlation of transformation with bytes VA : Available Part of Cache

Round 1 —e  &—— Round 2 °
* The difference between o T lse sz

S[1] |5[5] s9] ||sr231

two input blocks (into r2) 15T Block :

st21|) ste1 ||s[101||s[141

is the first column (4 bytES) \5[31:'3[7] s |sis)

— - Round 1 —e; &— Round 2 ®

3[0] I5[4] si8l ||sr121

sia1 || sts1 || sten [|siz3

2" Block :

st21 || ste1 ||sr2on|sr241

i
SI=”** s[7] ||s[111|s[15]
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: Different Part \’_; : Correlation of transformation with bytes VA : Available Part of Cache

Round 1 —e &— Round 3 —
* The difference between o T s ez
. . .| sta |l sis1 || so1||sr231
two input blocks (into r2) 157 Block |4
st21 || ste1 ||sr201(|s1241
is the first column (4 bytes) (st [Jstuufsss 5 (Il
NG
SubBytes ShiftRows AddRoundKey eeoe
 This difference spreads sto | s || s s |y | g | 46512
-lF=7r=" 0~ 1 ] 1
. SB[ || st ||st31][ st ists1lstolt|[ras] st}
to all States by ShiftRows() e e e e e e
and Mixcolumns() operation sed|[s[sofsmn|  [Sua[et [ |3
NG
MixColumns
— - Round 1 —o¢; 0 i—n—— Roundm &— Round 3 —
cs[Oj.‘|S[4] s8] ||s[12] lé@ 'g[:tj lg’[gj s\ﬁj]
2" Block : SUT|| 51 || SEeT | STs) '§[}J '§[§j ‘§[93 Sx[lé]
S[2] r‘s;[e] S[10]|s[14] @[g l§[9 s\[1_9] S\[li]
sr= + s[7] ||s[111||s[25] lg[j '§[zj S\[l;] S\[];é] iaran [ltsr 1
N
SubBytes ShiftRows AddRoundKey eeoe
sio] || st || ste1 ||tz 901 || g0 || g0t ||t
G| [ sto |[sce31| 7 ists1)iston(btasf st
said]|[stzal| siz1] 571 s} (sr24] stz st
s@s] :s-_[-s]: :s-[__7]: :g[Il] g 131 | %171 | |3
A
MixColumns
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: Different Part \’_; : Correlation of transformation with bytes VA : Available Part of Cache

Round 1 —e &———— Round 2 ¢  &— Round 3 —
* The difference between s star|[ s |[sua| [sq]sg g \lsa] [ | | [ [ The case of Statel0] I
. . ST .| stur| st || st ([stz3l| | |'siy{|'sts) ||'stg (1L 1515} {519 {[&rean|[feiy Key
two input blocks (into r2) R il al i S{; S[; 5[1; 5[; 5[1; 5[;] S[;] S[; o] 2311
is the first column (4 bytes) s | st ||suulsnsi| | |sig)|[ssrg (lsafens)| |sgl|sig (s (sl TS~ Ple |l 23 1g
N RN s[10] 1123
SubBytes ShiftRow9 AddRoundKey> XY > fsps 3112
* This difference spreads sto | s || s s |y | g | 46512 =
. SGsL|[sto1 |[ste31| 5T 15151 st s} st N @
to all States by ShiftRows() oo pilsm| | [eoel]o] e RETN ﬁ% %% %
and Mixcolumns() operation s (st |[son]gan| (3] ot St | vol "W R
N 0| () ) A

MixColumns
A A —— Round 1 ——e &— Round 2 ® . &— Round 3 ——
« Cache intermediate result =

spo) || ste1 || sten |[su21|  |Sig) |[rseg |I'sig) [[evz)| (i) || (|52 o
of MixColumn() operation B £ 2 e W o e o e e B e
y sia1 || st ||steal[sresy :5[2‘1 '5[_73 S\El;] S\Elg S\fl_\s:] '§[§j 'g[j !il_;] ~ i (%) 1231 (5
~_” NN T N 1123
SubBytes Shif tRowa AddRoundKey> oo S[15] 3 1 1 2
~ ~ ~ ound
* The Cached Value S[O] 5[4] S[S] 5[12] ’gﬁ)] ’S[4i ’!,[3]‘ ;ﬂlﬂ] RKey

can be reused St |[ sto |[st31] [ T .'S»[t'w]"l istor!| [pres]] s 2.5[0] %M %
sad]|[siuel|[stel] [t | [suol] fouae] st sten LIPS b %% %% %

T1] anag| ezt |7t |3 1-S0) % % P
S ss0| [ s

MixColumns

=

VT

in 255 consecutive blocks s g[St || st
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Fast AES Gounter mode Encryption

FACE, 4o

..................................................

Round 1 —e  &——— Round 2 ®  &— Round 3 — ! H
 Generate Pre-computation Skl s ;[ ferenc Pt |
- s[o1 || sf41| ste1 |[sr221| | |s[o] ||'st4] ||*s[8] ||5[22 IS[o1 [|'s[4] ||*s[8] ||8122 N :
‘,[{1 \,[’g \,[’g {':] \,[’;1 \,[’g \,[’g \E{] E \y : Correlation of transformation with bytes |
. . .| st | ss1|| sten{|ste31 ¢ |'sta1||*sts) ||'steg ||5123 s[5 ||sfe] ||50231|*sIL i i
lookup table (size : 4KB) 157 Block : SNSRI RN RIS 77 - byt thatis used s ndex ;
st2] || sl ||stwol||stal| | ['s12}||'ste] ||810y]|5024] 8110)||s0241||'s12) | st e |
s || st |[snaat|fsus)| s |[roeg |[endllsns)| (st |ssig (| | |6t
NG _
SubBytes ShiftRows AddRoundKey eoe
s[12] 20| i || S (|5t
STl st [vstan| [zt st
K 1511|1193 123} s,
—— T [ [t U1K T
| ST6l F[m} §[14? “S[Z]: “S[G]:l
SiT1] a8 cst || St || 302

N

MixColumns
—— Round 1 ——; &———— Round 2 ® ; &— Round 3 —
spo | stal || st |[suaa)| | (sig|rsig (s ||| [rsioh e s ||
2nd Block : || S| ST sl |0 el (1ol |03 SIS} eI | gl oLy
si2) || ste1 | |suo||stza1| - |1$1) |5t ||5nagy| 5124 8110 |51241|'s12) ||'ste)
si3) || st |[sten|sus)| (s} |'st7) S| [6res) sig)||'stg)|fsi7j ||
N
SubBytes ShiftRows AddRoundKey (XX}
sio) || st || s [lsuat| | || ge || g2 (st
F==F=F= o | s | T
i 1St |isten a3 st}
~ <~ T T 0[F T 1
_§[6] F[lO'f 18[143 |IS[2]_.' ||S[6]_.'
ST dn|| et ||z |3

A,

MixColumns
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Fast AES Gounter mode Encryption

7S
: Different Part (S Correlation of transformation with bytes

Round 1 —e &———— Round 2 ¢  &— Round 3 —
« Generate Pre-computation sto || s || s (st (st (s g ||| flig |t || [ The caseof Staslll 1 ri
“~ “~ -~ -~ -~ -~ -~ -~ Key
. 15T Block : | SIH || S[o1 || SieT|{sisl}|'SIy}||'SIs) ||'S19) || RIL3) S5 |['S1g (|83 'Sty
e “~|=~I~=~1[—~ -~~~ 1~ ~ S[0
lookup table (size : 4KB) s o] [ el [eollsaa g m [23 11
\’\ \’\ :\ \/\ \fs \/s \/\ \f\ ~ S[5] 1 2 3 1
S[31 || S[71||S[11]|[s[15] '§[§J '§[_7J 5\[1}] 5\[1_? 5\[1_5 ’§[§J '§[_7J 5\[1}] T~e X D
St dR N swf |11 2 3
[ ) S Q
ore an euse SubBytes ShiftRow9 AddRoundKey> XX 1 lsusi 3112
. ° = = ~ = Round
intermediate result of so1 || st sten |[sea| | oo | g || |1t ey
B | i | e | S 1 ] 1
. ° 3[5]_ st91 |[s[231l] s[i :S[S]l |S[9]l 6[131 IS[l]l 2 -S[0] 3-S[5] 1-S[10] 1-S[15]
MixColumns() operation —E=oe=E gl Tl |zsm| Bospol s
sdq] :s[__14_1 :s_[;2]: | STl lls[lo} :3[142 \Si2h ‘3[6]: _ D st D fay)
S| [ sis1 || st {[$iTa 3291 || et || 8ef |[302 1-5[0] 1-S[5]| [2-S[0]  |3-S[15]
NG 3-5[0] 1-s5]| |1-spoj|  [2-sps]
MixColumns
Round 1 —e ; &——— Round 2 ® | &— Round 3 —
sl sta || s |[suz)| | (Sl s || [ ]ls ||Sg || o
20 Block : |2 S5 || S |lsual| oot | stg ey |6Is)| 615 a3 61 i
“=~I1[=~ N -~ s~~~ N -~ S[5
e e e ) e e 0 e Sy il PRI
NG - S[10]
SubBytes ShiftRows AddRoundKey oo S[15] _3 1 1 2
S ~ ~ ~ Round
st | st || st || stz S[01 || &1 || $184 || 1) 2Il— e
BTy | Pl | I toret|[Tsron] |1 ] -S[0] 3-S[5] 1-S[10] 1-S[15]
2 -S[0] >0l [ SI9I f|S[r3]| S[i 1SI51|[iS[o] §[131 1S[1]
i FtACE1P5d1+) sAq '3[14_] s-f-z]- :;[‘G] 'S[mfl '5[14}: ;5[2]: ;8[6]1: 1} S[0] 2-S[5] 3-S[10] 1-S[15]
C I"[] 1-S[0] e P | il | | s = (&) (&) &) D
determines 1-5[0] SEI5_1 -5[3] S[7] _S'[Il] g[]_?] *5[9}] '!;[71 g[l}’] 1} S[0] 1-S[5] 2 - S[10] 3 - S[15]
3-5[] A 3f stol 1-s651|  [1-spoy  [2-sps)
MixColumns —
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FACE, 4o

..................................................

Round 1 —— ; &— Round 2 ® . &— Round 3 — ! |
o i : Different Part i
* Generate Pre-computation so || st ][ s s [y |[siay [y [ee] [y [ [ty [ e !
p ‘,{1 \,’g \,’g \,':] \,"\1 \,’g \,’g \,{] E \’_; : Correlation of transformation with bytes E
. . .| st ]| s | stan|[sa| | {rsta {lrstsy |[steg [l623 is1s] |[tste) ||61231|[ts[w . i
IOOkup table (Slze . 4KB) 15T Block : ‘,{l ‘,{J \,"g \,’:] \,% \,’g \,’:] \,'g ! VA : Byte that is used as index i
st21 || stel ||steon| stal| {1512 ||'stg) |51l 61 §110)| |51z s ||'ste] ~<. St i
s{a1 || s71 |[staai|stas) fg[gj fg[j Sjl;] S\flé] s\f@ l§'[§j ‘5[_73 S\fl;] Tl [ The case of State[0] ]
 Store and Reuse N > o
SubBytes ShiftRows AddRoundKey eeoe -0
) i ~ ~ ~ ing,
intermediate result of P o pey e - .
. . — / -‘ o 1 T N3 @ g
MixColumns() operation E 1St liston 113y sty
—— 1 t It
Kol F[m}' 53[14]I 's[2y| sl ?:/
:s'[‘1] é[lgi %[3,]' %[7,1' é[l;'i = First Block

* The lookup table can be

MixColumns

I
I
I
I
I
I
I
I
I
I
I
I
I
|
I State[0]

\_/ } o
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

. 40 . MixColumns State E i
used in 240 consecutive — Round 1 —e e—— Round 2 e o—Round 3 — _iny,13] i 4
-~ -~ ~ N N N N N -~ i ‘ Q
blocks s || s || sted ||sua)| - [sig|'sig |[sseg (s (st [ ||ty | |61z e | D8
sta1 || sts1 || ste1|[sr131 13[1\ 1S[5] 'S[gj sjﬁ '§’[5\ 'g[s; gfﬁ '§[f s 1
(1,099,511,627,776 block 2% Block : = IS e [t it i e :
S[21 || se] ||sr101|{s[24] l§[§ 'S[ESJ g\[l‘e] s[w 5[1—9] 5[%] ‘§[§J l§[9 } Second Block
N \/\ -~ \/\ \/\ \’\ 1= | @ _---" | State[0]
= 17,592,186,044,416 bytes sl | st || st [snast| | [ig)['srg (|5t [ spollsg | g |lsin| - e }
_ N NN Y e -
—_— 16 TB) SubEytes ShiftRows AddRoundKey (X X) i }Lookup Table
e ey ————t—>| Index| ] |255
S[o] || s[41 || stel ||sl12] 0] || $41 || Srey [|Sf13]
A * * — == F=dk= /Y y I | A ¥ | Y A
The lookup index is the i T T
= | =~ T L | T
last byte of the counter seqifsuallsml[se| - feuofjouaise s State
S| [st31 ST dn|| et ||z |3
N
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..................................................

Round 1 —e;&——————— Round 2 e—Round 3 — 1
* Generate Pre-computation e e | e I e [ ety [ ey e et e 5
- sto1 || st41 || ste1 ||st221| | |'stog ||'st4] ||tstg] ||6122 s10] ||'st4p ||'sts) || 112 . ;
r% r% \r% :':] \’_1\1 \a% :'g \,{] Ve Correlation of transformation with bytes |
. . .| st || sts1 || ston|[stza| ¢ {*stay ||*sts) ||'steg ||61a3 is(s] |[tst9g |[51231||*s(L . 5
IOOkup table (SIZG . 4KB) 157 Block : :% :% \/% :':] \I% \;g :':] :'g VA : Byte that is used as index 1
(21 || ste |[staol||sraa - |'st2j ||'ste] ||erecy]|s1ead 8110181241 |'s12) ||'stg) .ol . !
s{a1 || s71 |[staai|stas) fg[gj '§[j Sjl;] S\flé] s\f@ l§'[§j lg[j S\fl;] Tl [ The case of State[0] ]
 Store and Reuse N > o
SubBytes ShiftRows AddRoundKey eeco - i
\ | ~ ~ ~ inlz ‘
intermediate result of P oy P oy o .
. . =~ 1 ) ] ) 1 1 | @ g
MixColumns() operation ED :8[51‘: 55[91‘: gsmi' S |
Kg F[m} bi4] “S[Z]: sl % i
ISy 31a9|[ist |07 || 302 ! First Block
- 7
* The lookup table can be S | Seatel0]
d . 240 t' MixColumns state ﬁ i i
used In consecutive — Round 1 —— 6———— Round 2 o e Round 3 — Snelo 5
=~~~ -~ =~ “-~1[-~ =~ -~ i ! ! ! Q
blocks spo) || spa || ste1 ||su2)| [sig| ‘s |'steh (6| |isuop|[sne || Tl @8
-~ -~ -~ PN -~ -~ -~ -~ i 1 N
(1,099,511,627,776 block 2 Block ;| o81]| s s Jeglle 16y ] [l 6 ol
' N “N “N “N N N “N N |
! ! ! ! s[21 || ste] ||sra01||sta41| | |'st21 ||tste] ||61201 6124 810]| (51141 |'st2] | |ts[6 Lo | Second Block
\J \J \_1] \_1] \_J \_1] \_J \J - X } } State[O]
= 17,592,186,044,416 bytes s || stm ||staufsusi| (S (oo (sl (s fSig) |5 | (e PPl e ‘
- e |
3 \/ | ‘ 1 H
= 16 TB) SubBytes ShiftRows AddRoundKey coe | i | Lookup Table |
I —
P [255|
0 4 o [ Q[ Q[RY H

The whole operations up to round 2 can be done
by 2 memory load and 1 XOR operations only !

MixColumns
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% Exploits timing differences
between accessing cached vs. non-cached data

o CacheBleed : cache-bank conflicts

*Yuval Yarom et al. “CacheBleed: a timing attack on OpenSSL constant-time RSA”,
Journal of Cryptographic Engineering, June 2017.

I cache hits I cache misses
10°

2 e A

50 100 150 200 250 300 350 400
Access time in CPU cycles

< Cache timing variation >

Number of accesses

< Software countermeasures

o Constant-time implementation
-> ensures that secret information is not disclosed through the operation of the code

o To be constant time
- only uses fixed-time instructions with arguments that depend on secret data
- does not use conditional branches that depend on secret data
- does not use memory access patterns that depend on secret data
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between accessing cached vs. non-cached data

o CacheBleed : cache-bank conflicts

*Yuval Yarom et al. “CacheBleed: a timing attack on OpenSSL constant-time RSA”,
Journal of Cryptographic Engineering, June 2017.

I cache hits I cache misses
10°

2 e A

50 100 150 200 250 300 350 400
Access time in CPU cycles

< Cache timing variation >

Number of accesses

< Software countermeasures

o Constant-time implementation
-> ensures that secret information is not disclosed through the operation of the code

o To be constant time
- only uses fixed-time instructions with arguments that depend on secret data
- does not use conditional branches that depend on secret data
- does not use memory access patterns that depend on secret data

@ Our method looks like vulnerable to timing attacks (the use of lookup tables)

@] But, FACE has no operations that depend on secret data
- In case of FACE,,, FACE, ,, and FACE,,,, the size of cache is small and the indices are fixed (i.e. constant data)
- In case of FACE, 4, and FACE,,,., the index is merely a part of counter that does not need to be secret
and the index increases linearly
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Evaluations

% Implementation

o We implement FACE by modifying the AES source code contained in the open-source libraries
- we select targets which can be considered as the fastest one
- OpenSSL : table-based and bitsliced
[ ]* is the fastest table-based implementation. But table-based is not our main targets.
- Bitsliced AES is implemented based on | ]** (the fastest bitsliced implementation)
- Crypto++ : AES-NI
- Throughput records based on eSTREAM/Crypto++ benchmark, and etc

o For a fair comparison,

we did not re-code the existing strategy into our own implementation (the quality of code)
- Except for our strategy, all other conditions remain the same

_ Test Env_2 Test Env_3

Intel Core 2 Quad Q9550 Intel Core i7 4776K Intel Core i7 8700K

Frequency 2.8 GHz 3.5 GHz 3.7 GHz
RAM 4 GB 8 GB 16 GB

0S Linux 3.19.0-32 Linux 3.19.0-32 Linux 4.13.0-36
x86_64 x86_64 x86_64

* [BS08] : Daniel J Bernstein and Peter Schwabe, “New AES software speed records”, INDOCRYPT 2008
** [KS09] : Emilia Kasper and Peter Schwabe, “Faster and timing-attack resistant AES-GCM”, CHES 2009
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0 H o Input (Plaintext) Size
* Experlmental resurts Platform Impl:llr‘lc;ntjtlon Target 1024 bytes 4096 bytes 20480 bytes 40960 bytes
(Throughput) fethoc 125 [ 102 | 256 125 | 192 | 256 | 128 | 192 | 256 | 128 | 102 | 236
Table-based OpenSSL 15.849(18.302(20.710 15.786 18.272(20.680|15.766 (18.249|20.665|15.768|18.238|20.659
Test Env 1 This Paper |12.452{14.947|17.336 12.407 14.936|17.329/12.394|14.911{17.321{12.399(14.913|17.326
Ritsliced [KS09] 8.014 | 9.495 |10.960f 7.811(7.59) | 9.251 |10.686( 7.763 | 9.195 |10.624| 7.764 | 9.192 |10.618
This Paper 6.754 | 8.180 [ 9.607 |6.408(6.347)] 7.797 | 9.180 | 6.364 | 7.755 | 9.119 | 6.360 | 7.752 | 9.108
Table-based OpenSSL 10.562(12.309(14.036 10.553 12.348[14.06710.529(12.276|14.023|10.528|12.276|14.023
This Paper 8.380 {10.085]11.808 8.344 10.064(11.797| 8.371 (10.067|11.810| 8.368 |10.071|11.808
Bitsliced [KS09] 5.687 | 6.745 | 7.803 5.530 6.554 | 7.573 | 5.514 | 6.491 | 7.511 | 5.500 | 6.482 | 7.495
This Paper 4.696 | 5.737 | 6.787 4.429 5.455 | 6.476 | 4.398 | 5.407 | 6.425 | 4.397 | 5.406 | 6.422
Test Env 2 Crypto++ 2.540 | 2.957 | 3.321 2.506 2.896 | 3.283 | 2.698 | 3.083 | 3.482 | 2.695 | 3.080 | 3.477

1 x 1|This Paper (R1)| 1.025 | 1.267 | 1.556 1.018 1.253 1 1.552 | 1.073 | 1.301 | 1.578 | 1.071 | 1.294 | 1.558
This Paper (R2)| 0.927 | 1.160 | 1.383 0.917 1.146 [ 1.377 | 1.040 | 1.188 | 1.398 | 1.040 | 1.189 | 1.398

Crypto++ 0.730 | 0.861 | 0.984 0.704 0.840| 0.983 | 0.688 | 0.824 | 0.969 | 0.684 | 0.822 | 0.967
4 x 1|This Paper (R1)| 0.634 | 0.781 ] 0.923 0.623 0.769 | 0.920 | 0.621 | 0.765 | 0.911 | 0.620 | 0.765 | 0.910
This Paper (R2)| 0.592 | 0.727 | 0.869 0.580 0.714 | 0.858 | 0.578 | 0.711 | 0.857 | 0.578 | 0.711 | 0.857

AES-NI

Table-based OpenSSL 9.374 |10.948(12.645 9.223 10.788(12.496| 9.083 {10.354|11.822| 8.716 |10.087|11.644
This Paper 7.185 | 8.741 |10.346 7.114 8.726 |110.230| 7.081 | 8.408 | 9.847 | 6.855 | 8.203 | 9.647

Bitsliced [KS09] 5.273 | 6.108 [ 7.254 5.172 6.074 | 7.079 | 5.007 | 5.999 | 6.995 | 5.032 | 5.879 | 6.952
Intel Core 2 Quad Intel Core i7 Intel Core i7 This Paper | 4.339 | 5.356 | 6.278 3.932 4.984 | 5.987 | 4.006 | 4.945 | 5.873 | 3.812 | 4.691 | 5.571
Q9550 4770K 8700K Test Env 3 Crypto++ 1.665 | 1.871 | 2.059 1.625 1.847 (2.043 | 1.617 | 1.832 | 2.029 | 1.611 | 1.807 | 2.021

1 x 1|This Paper (R1)| 0.778 | 0.867 | 0.986 0.739 0.827 [ 0.959 | 0.737 | 0.822 | 0.956 |0.726 | 0.819 | 0.948

AES-NI This Paper (R2)| 0.703 | 0.786 | 0.880 0.662 0.775 ) 0.867 | 0.659 | 0.732 | 0.874 |0.658| 0.733 | 0.876
4 GB 8 GB 16 GB Crypto++ 0.551 | 0.669 | 0.767 0.547 0.642 ) 0.758 | 0.537 | 0.636 | 0.745 | 0.531 | 0.622 | 0.739
T P I 4 x 1|This Paper (R1)| 0.513 | 0.607 | 0.706 0.494 0.586 | 0.695 | 0.483 | 0.581 | 0.684 |0.473| 0.573 | 0.677
x86_64 x86_64 x86_64 This Paper (R2)| 0.450 | 0.547 | 0.638 0.441 0.533 | 0.636 | 0.442 | 0.539 | 0.624 |0.434| 0.539 | 0.625

2.8 GHz 3.5 GHz 3.7 GHz
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*

AES-CTR is used for numerous high throughput applications

We propose FACE, which can improve the performance of AES CTR by using repetitive data
(approximately 15-20% improved)

FACE can be employed in any AES CTR implementation,
regardless of implementation method (i.e. table-based, bitsliced, and AES-NI-based)

And further... Verify whether caching strategy can be applied to other algorithms
that have similar characteristics to the AES CTR (e.g. CAESAR finalist Deoxys)
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Gonclusion

*

AES-CTR is used for numerous high throughput applications

* We propose FACE, which can improve the performance of AES CTR by using repetitive data
(approximately 15-20% improved)

% FACE can be employed in any AES CTR implementation,
regardless of implementation method (i.e. table-based, bitsliced, and AES-NI-based)

¢ And further... Verify whether caching strategy can be applied to other algorithms
that have similar characteristics to the AES CTR (e.g. CAESAR finalist Deoxys)

Thank you for your attention!

Any Questions?




