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Fault what?

ÅExploits hardware vulnerabilitiesǘƻ άŎǊŜŀǘŜέ ƴŜǿ ōǳƎǎ

ÅInfluence (inject) a system with internal / externalstimuli

ÅAlter the intended execution flow / behavior

ÅSkip instructions, influence branch decisions, corrupt memory 
locations, etc.

ÅBypass security checks, leak data or crypto material, create side-
channels, etc.

ÅNon-invasive to invasive techniques: clock, voltage, EM, FIB, laser, 
heat, flash, etc.



V The most widespreadVoltage Fault Injection 
setup [OC14]

V Very easyto setup and low-cost

× Low controlover glitch parameters

× Unpredictable:the glitch characteristics 
depends on circuit properties, MOSFET, etc.

±ƻƭǘŀƎŜ Cŀǳƭǘ LƴƧŜŎǘƛƻƴΧ 
TheMOSFETWay
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Our Idea: Arbitrary 
Glitch Waveforms

DESIDERATA

VStable and repeatable results

VHigh degree of freedomin 
glitch generation

VSoftware managedattack 
parameters

VLow-costand easy to build 
setup

DAC-based glitch generator
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Our Idea: Arbitrary 
Glitch Waveforms

VRising and falling edges 
affect V-FI performance 
[ZDCR14]

? What if different devices / 
attacks need different 
glitch waveforms? 

? How do we identify the 
best match?

DAC-based glitch generator



AGW: with big power comes 
lots of parameters

ÅPower supply voltagewith < 10mV resolution

ÅGlitch shapeand voltage in 2048 points

Å Injection timing with ~20ns accuracy

ÅGlitch frequency / duration

Ễ Need for automatic 

parameter search and 

optimization!
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AGW: with big power comes 
lots of parameters

Ễ Precise glitch triggering

ÅPower supply voltagewith < 10mV resolution

ÅGlitch shapeand voltage in 2048 points

Å Injection timing with ~20ns accuracy

ÅGlitch frequency / duration



Case Study: Renesas 78K 
Firmware Extraction

ǒ Widely used by the automotive industry

ǒ 32 to 256KB integrated flash memory for firmware / data

ǒ Internal bootloader for flash programming via PC

ǒ No knowledge on the firmware / bootloader code Ÿ Blackbox

ǒ Bootloader protocol exposes a set of API via serial interface

ƺ Program

ƺ Erase

ƺ Checksum

ƺ Verify

ǒ Built-in security mechanisms:

ƺ Commands operate on 256 bytes aligned memory blocks

ƺ All programming and erasing commands can be disabled

ƺ Voltage Supervisor / BOR



Step I: Finding Vulnerabilities

ǒ No readŎƻƳƳŀƴŘΧ Fail L

ǒ Use FIǘƻ ǾŜǊƛŦȅ Ƨǳǎǘ ƻƴŜ ōȅǘŜΧ FailL

ǒ Use FIǘƻ ŎŀƭŎǳƭŀǘŜ ǘƘŜ ŎƘŜŎƪǎǳƳ ƻŦ ƻƴŜ ōȅǘŜΧ FailL

ǒ Use FIto calculate the checksum of 4 bytes(aligned)...

ǒ Use FIto verify 4 bytes(aligned)... 

Checksum(B1, B256) = 0x10000 - B1 - B2 - B3 - ... - B255 - B256

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12 ... ... B255 B256



Step I: Finding Vulnerabilities

0x10000 - {B1...B4} = 0xFF9A Verify(0xAA...0xDD) = True/False

ǒ No readŎƻƳƳŀƴŘΧ Fail L

ǒ Use FIǘƻ ǾŜǊƛŦȅ Ƨǳǎǘ ƻƴŜ ōȅǘŜΧ FailL

ǒ Use FIǘƻ ŎŀƭŎǳƭŀǘŜ ǘƘŜ ŎƘŜŎƪǎǳƳ ƻŦ ƻƴŜ ōȅǘŜΧ FailL

ǒ Use FIto calculate the checksum of 4 bytes(aligned)...SuccessJ

ǒ Use FIto verify 4 bytes(aligned)... Success J

00 11 22 33 ? ? ? ? AA BB CC DD ? ? ? ?



Step II: Leaking Flash Memory 
Content

def checksum(start, end):

if (end != start + 256):

raise

result = 0x10000

for i in range(start, end + 1):

result = result - flash[i]

return result 0x10000 - {B1...B4} = 0xFF9A

00 11 22 33

ǒ More leaks required Ąmore faults

ǒ Side-channelfrom the checksumcomputation?



Step II: Leaking Flash Memory 
Content

ǒ More leaks required Ąmore faults

ǒ Side-channelfrom the checksumcomputation?

def checksum(start, end):

if (end != start + 256):

raise

result = 0x10000

for i in range(start, end + 1):

result = result - flash[i]

return result 0x10000 - B1 - B3 - B4 = 0xFFAB
0xFF9A - 0xFFAB = 0x11

00 11 22 33



Step III: Deal With 
Timing Errors

ÅWhat is the extracted value for B3?

Å0x22 with ~10% probability

Å0x33 with   ~4% probability

Å0x11 with   ~3% probability

Å0x00 with   <1% probability

Å0x55 with   <1% probability

ÅPlus the false positives!

Glitch trigger

Just inject a fault for every byte, right? Nope.


