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Fault what?

A Exploitshardware vulnerabilitesi 2 a ONBI 1Sé¢ yS¢ 0dzaa

A Influence (inject) a system with internaéxternalstimuli
A Alter the intendedexecution flow/ behavior

A Skip instructionsinfluence branch decisions, corrupt memory
locations, etc.

A Bypass security checks, leak data or crypto material, create side
channels, etc.

A Noninvasive to invasiveechniques: clock, voltage, EM, FIB, laser,
heat, flash, etc.




Glitch voltage (mV)
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V The moswidespreadVoltage Fault Injection
setup [OC14]

V Veryeasyto setup and lowcost

x  Low controlover glitch parameters

x  Unpredictable:the glitch characteristics
depends on circuit properties, MOSFET, etc.
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DACbased glitch generator

Our Idea; Arbitra
Glitch Waveforms
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DACbased glitch generator

Our Idea; Arbitra
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AGW: with big power comes
lots of parameters

Glitch voltage (mV)

A Powersupply voltagewith < 10mV resolution

A Glitchshapeand voltage in 2048 points

A Injectiontiming with ~20ns accuracy

A Glitch frequency Huration
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AGW: with big power comes
lots of parameters

Glitch voltage (mV)

A Powersupply voltagewith < 10mV resolution

A Glitchshapeand voltage in 2048 points

A Injectiontiming with ~20ns accuracy

A Glitch frequency Huration

STM32F407

1/0 & Timing
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Glitch voltage (mV)
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AGW: with big power comes
lots of parameters

A Powersupply voltagewith < 10mV resolution
A Glitchshapeand voltage in 2048 points
A Injectiontiming with ~20ns accuracy

A Glitch frequency Huration

¢ Digital-to-Analog conversion



AGW: with big power comes
lots of parameters

Glitch voltage (mV)

A Powersupply voltagewith < 10mV resolution

A Glitchshapeand voltage in 2048 points

A Injectiontiming with ~20ns accuracy

A Glitch frequency Huration

e Precise glitch triggering




Case StudyRenesas 78K
Firmware Extraction

0 Widely used by the automotive industry
0 32to 256KB integrated flash memory for firmware / data
INRREN

0 Internal bootloader for flash programming via PC m =
0 No knowledge on the fir Blackboe / bootl oa E E
. : - TIIIT
0 Bootloader protocol exposes a set of API via serial interface

3 Program

3 Erase

3 Checksum

3 Verify
0 Built-in security mechanisms:

3 Commands operate on 256 bytes aligned memory blocks
3 All programming and erasing commands can be disabled

3 Voltage Supervisor / BOR



Step I: Finding Vulnerabilities

5 NoreadO2 Y Y | FarlX
5 UseFIl 2 OSNATEe Ralkdad 2y S o0eéidSX

o UseFIi2 OF f Odzf  US 0KS FAIKSO1 & dzYy —
6 UseFIto calculate thechecksum of 4 bytegaligned)... E

6 UseFIlto verify 4 bytes(aligned)...

Bl | B2 | B3 | B4 BS | B6 | B7 | B8 B9 | B10 | B11 | B12 || ... B255 | B256

Y
Checksum(B1, B256) =0x10000 - B1- B2 - B3 - .. - B255- B256




Step I: Finding Vulnerabilities

5 NoreadO2 Y Y | FarlX
5 UseFIl 2 OSNATeEe Radkdad 2yS oeéidSX
5 UseFIG 2 OF f Odzf 1S GKS FAIKSO{ adzy 27

6 UseFlIto calculate thechecksum of 4 bytegaligned)..Succesd

6 UseFlto verify 4 bytes(aligned)...Succesd

00 | 11 | 22 | 33 ? ? ? ? AA | BB | CC| DD ? ? ? ?

Y Y
0x10000 - {B1l...B4} = OXFF9A Verify(OxAA...0xDD) = True/False




Step Il: Leaking Flash Memory
Content

6 More leaks required more faults
6 Sidechannelfrom the checksuntomputation?

def checksum(start, end): @
if (end = start + 256): A
raise

result = 0x10000
for i in range(start, end + 1):

00 | 11 | 22 | 33

result = result - flash[i] Y

return result 0x10000 - {B1..B4} = OxFF9A



Step Il: Leaking Flash Memory
Content

6 More leaks required more faults
6 Sidechannelfrom the checksuntomputation?

def checksum(start, end): @
if (end = start + 256): A
raise

result = 0x10000
for i in range(start, end + 1): % m g
A result = result - flash[i] Y
return result 0x10000 - Bl - B3 - B4 = OXFFAB

OXFF9A - OxFFAB = 0Ox11



Just inject a fault for every byte, righttope.

Step lll: Deal Wit
Timing Errors

A What is theextracted value for B3
ABX22 with ~10% probability
ABRE8 with ~4% probability
Aloxi1 with ~3% probability
A 0x00 with <1% probability
A 0x55 with <1% probability
A Plus the false positives!

Glitch trigger




