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1. Abstract

While the NTT is the method of choice of polynomial multiplication in schemes such as Kyber, it is often the bottleneck in software implementations.
A re-configurable hardware accelerator that is able to offload the computationally intensive NTT, allows for a lower latency (compared to software
implementations) and higher throughput. However, for lightweight (LW) applications, lower area and in-built side-channel resistance are favored over
increased speeds. In this ongoing work-in-progress, we present a secure NT T core with a low-area footprint, which can be the HW accelerator of choice

for LW applications. While the hardware optimizations in this case are for the (16-bit) Kyber scheme only, our work can easily be extended to similar
schemes that reply on the NTT (and consequently, the Inverse-NTT), such as the (32-bit) Dilithium.

2 Motivation 4. Secure Implementation
Polynomial multiplication in the case of Kyber In this work, we build on the existing masked and shuffled implementations (in software) from
(or Dilithium), the NTT transformation and mul- 1]. The countermeasure consists of masking the twiddle constants (locations) into multiple
tiplication is utilized in both the encapsulation shares and secondly, by randomizing the execution order of such operations is regarded as an ef-
and decapsulation phases of the algorithm. Ad- fective technique against horizontal side-channel attacks (which often rely on leakages obtained
ditionally, since the multiplication often involves from single traces). A very high level representation of the implementation is shown below.
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Generic NTT, from [1]

5. Area Comparisons

3. Existing State-of-Art

Existing implementations of the NTT mostly
focused on optimizing the latency, and subse-

Initial results, for now, in table below (*%) show that our secure NTT implementations perform
reasonably well in terms of the overall area overhead while maintaining a relatively similar levels of
quently, neglecting the area-footprint and the in- frequency of operation. Our next ste;ps alr.eady consists of the actual implementation in the target
herent side-channel resistance of the NTT mod- FPGAs (bo.th SAKURA-G and the ChlpWhlSperer .CW—3O5Aand perform 51de—c}.1annel analy§1s (using
ule. The work of Ravi et al.[1] provided the first TVLA, for instance, as one of the evaluation techniques). Although protected implementations have

: : : : n incr I h rall increase is fairly low. consideringe similar latencies and randomness
directions for a secure (masking or shuffling as | | " "¢ eased area, the overa y 10w, g

countermeasures) SW implementation. To the requirements, often required for masked implementations.
best of our knowledge, ours is the first work (in- Implementation | LUTs | FFs DSP | BRAM | f, MHz
progress), on securing the NTT for HW imple- Masked Generic* | 471 403 23 1.5 193.08
mentations. Further, the work of Hamburg et Masked Fine™ 379 399 28 1 155.18
al. demonstrated that the Belief Propagation at- Shuffling™ 172 118 7 0.9 155.18
tack could weaken the shuffled implementations 2] (Virtex-7) 1670 4315 - - 200
of [1], but not fully and attacks on the masked 2| (Virtex-T7) 36987 | 34200 | - 32 140
implementations still remain an open question. 3] (Spartan-6) 989 444 1 3 138

3] (Artix?) 048 352 |1 |25 190

: 4] (Artix7) 030 1395 |26 |2 :
5] (Artix7) 1349 | 860 1 2 -
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